AQA Applied ICT GCE A-Level Single Award

Unit 1 - ICT and Society.

ICT and Legislation.
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Information Communication Technology and the Law…
Any organisation (i.e., any business, charity, public service organisation or even a small village social club) using a computer to store information has a legal responsibility under at least two very specific pieces of legislation*. 
The Data Protection Act 1998. 

All computer systems dealing with personal data (i.e., data that can identify a living individual) must be registered under the Data Protection Act 1998. 

This school deals with a great deal of personal data (that of students and staff) and the responsibility for registering the school’s information systems will be with either the school (e.g., a nominated member of staff) or possibly with the Local education Authority (LEA). 

Users in a company who develop their own systems for processing personal data should inform their manager and seek advice on registration from someone familiar with the process. 

Users of personal data must be aware of the eight principles which apply to such information, these are detailed below as an extract from the Information Technology Security and Licence Control Standards – Data Protection Act 1998… 

Personal data shall be:

1) Obtained and processed fairly and lawfully. 

2) Held for specified lawful purposes. 

3) Not used or disclosed in a way not compatible with the purpose(s). 

4) Adequate, relevant and not excessive for the purpose. 

5) Accurate and up-to-date. 

6) Not kept longer than necessary. 

7) Available to the data subject. 

8) Kept secure. 

The Data Protection Act 1998 affects the operations of business communications systems in the following ways…
· Access to individual’s information – only those who need such access should have it. 
· Security of information – Information should be kept secure. 

· Ownership of information – It should be plain which departments/individuals are responsible for the information. 

· Accuracy of information – Processes should be in place to make sure that information collected is accurate and that such accuracy is maintained (e.g., changes of address/marital status). 

· Ability to sell the information – Some businesses collect information with the intention of selling it on to third parties (e.g., lists of names & addresses of people that have purchased new cars may be useful to motor insurance agencies). 

· Costs incurred in meeting the Act – ICT hardware and software, training, staff to maintain databases. 

The Computer Misuse Act 1990. 

The Computer Misuse Act 1990 was passed to deal with the problem of hacking of computer systems. In the early days of hacking the problem wasn’t taken very seriously – it was seen as mischievous behaviour, rather than as something which could cause serious loss or problems to companies, organisations and individuals. 

However, with developments in technology the issue has become more serious and hence legislation was introduced to recognise three key offences: 

1) Unauthorised access to computer material.

2) Unauthorised access with intent to commit or facilitate commission of further offences.

3) Unauthorised modification of computer material.

Most organisations therefore require that users must be able to demonstrate that adequate precautions have been taken to prevent the occurrence of any of the following three criminal offences: 

Unauthorised access to computer material

This is the lowest level of offence. It includes, for example, finding or guessing someone’s password, then using that to get into a computer system and have a look at the data it contains. This is an offence even if no damage is done, and no files deleted or changed. The very act of accessing materials without authorisation is illegal. This offence carries a penalty of imprisonment up to six months and/or a fine.
Unauthorised access with intent to commit or facilitate commission of further offences.

This builds on the previous offence. The key here is the addition of ‘intent to commit...further offences’. It therefore includes guessing or stealing a password, and using that to access material or services without the consent of the owner. For this offence the penalty is up to five years’ imprisonment and/or a fine.
Unauthorised modification of computer material. 
This could include deleting files, changing the desktop set-up or introducing viruses with the intent to impair the operation of a computer, or access to programs and data. The word ‘intent’ means it has to be done deliberately, rather than someone deleting files by mistake. This also includes using a computer to damage other computers outside of the organisation, even though the computer used to do this is itself not modified in any way. This offence carries a penalty of up to five years and/or a fine.
* Legislation – Laws that are enacted, in the case of the United Kingdom, by parliament or the European Community. 
	Task: 

	(1)
	In less than 150 words, explain why is it important that key data, such as personnel details are adequate, relevant and not excessive for the purpose, kept secure, accurate and up-to-date, not kept longer than necessary and are available to the subject?

	(2)
	In less than 150 words, explain what security procedures an organisation should follow whilst holding/accessing personnel records and client accounts?

	(3)
	A young woman go’s to a party and enjoys herself a little too much. Some friends take some photo’s of her in several embarrassing situations. They then create a web site on a PC owned by one of the girls and put the pictures on the web site, with full details of their “friend’s” name, address and telephone number. 

The girl, we’ll call her “Ruby S.,” for the sake of secrecy, finds out about the web site and visits the “friend” with the web site the next day. Whilst her friend (we’ll call this one “Victoria B.,”) is out of the room, Ruby S., starts up the PC and, guessing her “friend’s” password, she logs on to the PC and deletes the pictures she finds most embarrassing, e-mails the ones she’s rather proud of to her boyfriend and makes copies to her USB stick of some other pictures she finds whilst she’s on the PC. 
In groups of four, write an account of which laws (if any) have been broken by (i) Ruby S., and (ii) Victoria B. What do you think was done which breaks these laws? 

	(4)
	Still in groups of four, discuss why you think there is a need for (i) The Data Protection Act and (ii) The Computer Misuse Act. 

Summarise your discussions in a written account of less than three hundred words. 

	Make certain that ALL members of the group have written copies of the work done for each of the above tasks. 










































