Unit 11 Internet Services and Web Page Design
Assessment Criterion C7.

This document contains a slightly edited version of the guide provided to users by the ISP “PlusNet” for setting up their  e-mail accounts. 

This can be used to fulfil parts of assessment criteria C7. 

Security aspects can be discussed by mentioning the following… 

Anti-virus software
As the Internet continues to grow, so does the threat from destructive computer viruses. If makes sense to install some form of anti-virus software, especially on computers that access the Internet, which is where most viruses spread from.
Packages – McAfee VirusScan, Symantec Anti-Virus
Firewalls 

What is a firewall?

A firewall is a barrier that is placed in between your computer and other computers that may be able to connect to your computer, via means such as the internet. Firewalls stop unauthorised users gaining access to your computer, which they may attempt to do in order to steal your data, install ‘malware’ or simply be ‘nosy’. They do this by blocking access to ‘ports’ on your computer and also by hiding your computer from the view of other internet users. They also keep a monitor on any network traffic that is passed to or from your computer.

Do I need a firewall?

Yes! Since you are an internet user, you need a firewall, unless you are happy for complete strangers to help themselves to the data on your computer. If you use the internet via a broadband connection, you are at greater risk to computer hackers, due to the extended time that you will be connected to the internet and the quicker access speed to your computer, but all internet users should install a firewall regardless of their type of connection. Studies have shown that an unprotected computer’s security will be compromised within 20 minutes of connecting to the Internet using ADSL.

What is the difference between hardware and software firewalls?

Hardware firewalls are external devices that you plug your computer into before it is plugged into your modem. They have the advantage of being separate from your computer, should your computer pick up a virus which could potentially deactivate your firewall. They also avoid any performance impact from running on your computer. Should you be connected to the internet via a network of computers, or via a wireless connection, your ‘router’ may have a firewall included.

Software firewalls are programs installed on your computer that run automatically in the background, which could result in some performance impact. They tend to be cheaper than hardware firewalls and have the advantage of configurable functionality which can easily be changed to specify who can/cannot have access to your computer. Some software stops not only incoming intruders, but also non-authorised data being sent from your computer, in the instance where your computer may already have been infected by malware that is trying to send out your private data or use your computer to send out spam. Some firewall software can also be configured to ban access to suspect internet sites and include some amount of virus and spyware protection, although this should never be relied upon. The main disadvantage of software firewalls it that they could potentially be inactivated, by malware that may find its way onto your pc, via means of a computer virus or spyware.

Spyware and Adware

What is Spyware and Adware? 

Spyware and Adware is software made by publishers that allow them to snoop on your browsing activity, invade your privacy, and flood you with those horrible popups. If you are like most users on the internet, chances are you are probably infected with these applications. That is why we have designed our revolutionary product.

Why does Spyware and Adware affect every internet user? 

· All information you enter via the web can be intercepted 

· Unauthorized sites can add themselves to your desktop (icons) 

· Unauthorized sites can add themselves to your internet favorites 

· Your browsing activity can be tracked and monitored

· Unwanted toolbars and searchbars can attach themselves to your browser without your knowledge or approval

· Your personal information can be sold to other parties without your knowledge or consent 

· Your default homepage and settings can be hijacked so you can't 
change them 

· These malicious components not only invade your PC so they can not be removed, but take up your hard drive space and slow down your PC!

Packages: SpyWare Guard, SpyBot Search and Destroy. 
Outlook 2002/2003 Settings
If you have Microsoft Office installed, you may prefer to use Microsoft Outlook for sending and receiving email. Use the following guide to help you setup most versions of Outlook.

1 From the main menu, choose Tools and then E-mail Accounts.


2 Select Add a new e-mail account and click Next.
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3 Select POP3 as your server type and click Next.
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4 Enter these settings into the appropriate fields in the screen shown below.
(1) Enter your name as you wish it to be viewed by the people to whom you send your email.
(2) The "E-mail Address" is in the format [alias]@username.plus.com - where [alias] is the email alias that you wish to use (for example your first name), and username is the username that you received from your Internet Service Provider (ISP).

Server Information:
(3) Incoming mail server (POP3) is the server your ISP uses to receive e-mail messages.
(4) Outgoing mail server (SMTP) is the server your ISP uses to send e-mail messages.
(5) The "User Name" field should be filled with your username - the username that you received from your Internet Service Provider (ISP).
(6) The password field should be filled with your e-mail password - but note that you will not be able to see it as you type (it will appear asterisked).

When you have finished entering these settings, click on the More Settings button.
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5 In the 'More Settings' menu, go to the Outgoing Server tab and ensure that My outgoing server (SMTP) requires authentication is NOT selected. Then click OK and you will be returned to the previous menu. Click Next to continue.
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6 Click Finish to complete setting up your mail settings.
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You are now ready to send and collect your email! 

